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Abstract

@] In view of mutual complementary feature of wide coverage and high
data rate, the interworking between 3G cellular network and WLAN is
a global trend of wireless communications.

@] In this paper, we analyze an authentication mechanism for 3GPP-
WLAN seamless mobility by USIM-based authentication test-bed.

@] In handover between heterogeneous networks, authentication is the

main factor of handover delay. So authentication processing time
should be firstly reduced.

(@] This paper describes an USIM-based EAP-AKA Test-bed implemented
for handover in UMTS and WLAN interworking systems. For
considering the fast re-authentication mechanism during handover, we
show the analytic results of EAP-AKA processing in our test-bed.
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Introduction

(@] Recently, due to the mutual complementary feature of wide coverage
and high data rate, the interworking between 3G mobile networks and
Wireless LAN (WLAN) is a global trend of wireless communications.

@] For the seamless mobility between 3G and WLAN, low handover delay
has to be achieved. Main factor of handover delay between these
heterogeneous networks is authentication.

@] For the purpose of reducing authentication processing time in 3G-
WLAN handover, the application of fast re-authentication mechanism
during handover is considered [1][2].

@] This paper describes the USIM based EAP-AKA Test-bed
implemented for handover in UMTS and WLAN interworking systems
and shows the analytic results by measuring and comparing the delay
of fast re-authentication and full authentication of EAP-AKA in our
test-bed

SRS LUATH
Electronics and Telecommunications
Reswasth st cute



UMTS-WLAN Interworking Architecture

@] Example of UMTS and WLAN Interwokmg architecture following the

3GPP specification [3].

m] WLAN configuration
4 WLAN AN

©® WLAN access network having more than
one WLAN AP (Access Point).
@ 3GPP AAA Proxy
@ A proxying and filtering function in the
visited network.
@ 3GPP AAA Server

@® Retrieves authentication information and
subscriber profile from the HSS in 3GPP
subscriber's home network.

@ WAG (WLAN Access Gateway)
® A ateway for the data to/from the WLAN
and the UE (User Equipment).
¢ PDG (Packet Data Gateway)

@ A gateway for accessing the 3GPP PS
(Packet Service) based services.

@] Common

@ HSS (Home Subscriber Server)

© Same functionality of AuC (Authentication
Center) and HLR (Home Location
Register).
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(=] UMTS configuration
@ SGSN (Serving GPRS Support Node)

© A gateway for accessing the packet core
network.
@ GGSN (Gateway GPRS Support Node)

© A gateway for accessing the 3GPP PS based
services or external IP based network, the PDG
has the same functionality as that of the GGSN.

@] UE Configuration

4 WLAN UE
® A dual-mode mobile terminal with USIM (User
Subscriber Identity Module



Authentication Mechanism in UMTS (1/2)

m UMTS AKA [4]

@ Mutual authentication and all key agreement mechanism based on
symmetric keys in USIM module of UE in UMTS.

@ USIM and network have a common secret key beforehand.

& Authentication entities
® AuC, VLR and USIM

4 Authentication vector (AV)
@ RAND : A random number
@ XRES : An expected response
@ CK: A cipher key
@ IK : An integrity key
@ AUTN : An authentication token

User Equipment Domain Visited Network Domain Home Network Domain

I L
VLR/5GSN

USIM MT
——Attach Request Message—»

HLR/AuC

MAP Request Message (IMSI or TMSI/P-TMSI)

Create AV(1..n)

MAP Response Message(AV(1..n))

- Store AV(1..n)
- Select AV(i)

A‘urhemr‘cation & Ciphering Request Message (RAND(i) || AUTN())

PMM Authentication Procedure

- Verify AUTNIi]
- Compute RES(i)
- Compute CK(i) and 1K(i)

Authentication Ciphering Response Message (RES(i))

- Compute & Select CK(i) & IK(i)

‘ - Compare RES(i) and XRES(i)

-—Attach Response Message—

@ Each AV is only valid for one AKA between the VLR and the USIM
@ Each AV is ordered by the sequence number SQN.
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Authentication Mechanism in WLAN Access System (1/2)

m] EAP-AKA [5][6]

@ An EAP [7] mechanism for authentication and session key distribution using
the AKA mechanism used in the 3G mobile networks such as UMTS and
cdma2000.

4 EAP contains a negotiation sequence where the authenticator requests
information about which authentication method would be used.

@ EAP server is located on a backend authentication server using an AAA
protocol, i.e. 3GPP AAA server.

& Full authentication 7 o s b
EAP-AKA Full Authentication Procedure
@ An initial authentication procedure e ey e |
where new keys are generated in the [ e o e s e s I
USIM Card and the network- EAP Re: t/AKA-Challer [RAND, AUTN, MAC}’ro -IN:NKE:nIgmal:iaHSdem:ddf]mmIKandCK ‘
& Fast re-authentication @ﬁ‘“ -
@ Reuse the ke S generated from the [ (RES","CK,"K") EAPResponse/AKAChauenge[RFs.r|\AA[c] Chi(ksmﬂewjmand
previous authentication process. e
. . . EAP-AKA Fast Re-Authentication P'loce'dure
® Save processing time in the S I
WLAN UE and the AAA server R [ S - .
. . [ | 1
@ Save power Consumptlon ].n the UE' EAP Request/AKA-Reauthentication [Counter, NONCE, MAC, Protected Next re-auth. Id]
. . EAP Response/AKA-Reauthentication [Counter, MAC]
@ The use of fast re-authentication - } ]
. . EAP / AKA-Natification
depends on the operator's policies. ' m ' .




Analysis of Handover Delay

@] Handover delay is caused by connection establishment to each
network and authentication procedure while handover is performed.

@] For measuring the handover delay from UMTS to WLAN, the
simulation performing the handover procedure was conducted 50
times under network simulator.

m] Simulation Results

@ Average handover delay from e |
UMTS to WLAN: 3.408sec. o A & a i
@ Average authentication processing AN AN WA A A

A
B

time: 1.568sec
® 46% of overall handover delay

@ Less authentication processing time,

Delay (Second)

Less handover delay B oo 15635
@ One of the good solutions Ao
=» Fast re-authentication. Trial (Count)

B2 xS
R =
............



USIM based Authentication Test-bed (1/2)

m] Goal of USIM-based EAP-AKA test-bed

@ Measure and compare the processing time of full authentication and fast re-
authentication in our test-bed

@ Analyze the efficiency of fast re-authentication.

m] USIM emulator

@ USB (or PCMCIA) memory and emulator program in a notebook computer
@ USIM functions specified in 3GPP TS 21.111[8]

® 3GPP subscriber information and functions of managing subscriber authentication
data specified in 3GPP TS 33.102[4]

@ Execution of EAP AKA authentication algorithm specified in 3GPP TS 33.234[8]

® User interfaces between USIM and 3GPP wireless module/ WLAN module, and
USIM control function

4 USB memory was used instead of an IC card as USIM

@ It seems that Read /Write delay of USB memory caused much more delay
compared with IC card type USIM.

® Therefore, the delay can be more reduced by using an IC card type USIM.



USIM based Authentication Test-bed (2/2)

@] Configuration of authentication =] PIN Input for USIM Access
Test-bed

Emulator

i) usIM Information
USIM Card is detected

Card (ot ien

. - PIN Lifeting 1 [More -
UE (USIM emulator -
Iindee: Moy lo WAz
+ WLAN NIC)~ | FIlSkton— Flls Seies 16 Touded ToaTotey
(] FileSysten USIM Card Is detected.

Insert PIN Number

PIN Number : | |

MHl& M=

NGMT2 properties

1711 wireless Network Connection

lick here to select a certificate or other credentials For

; jati Authentication | il
esagialion Lorinelian] onnection to the network MGMT2

WLAN AP | - 2 Select thiz option to provide authenticated network, access for
wireless Ethernet networks.

EAP type: | EAP-8KA ~|

1) USIM Information *

Metwork, Authentication complete

m] Environment of Test-bed

leiel'lt EXP :\:\:\ Se]'\'el' [] Authenticate a3 computer when computer infarmation iz available
OSe T\\-;ril'ld(ﬂ,"f's XP C:iSCO AP 1200 LillllX DAuther_}tic‘:late as guest when user or computer information is
unavailable
Language C/C++ None C/C++
Protocol EAP-AKA- RADIUS/EAP RADIUS/EAP/AKA ;‘2;‘23?51 ';dent”:q%r;scunnectm” (NGMTZ)
WLAN Mini | Cisco Aironet Signal Strength: Excellent
Remarks PCT Adapter 1200 Open RADIUS Status: Cannected
-1 Adapter < oK ][ Cancel EN | Resrw, U b dizdpm
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Results & Analysis

@] Experimental Results by Test-bed execution

@ 10 times trial of authentication processing in test-bed

@ Including UE’s association with WLAN AP, reception and response of EAP Request/ Identity,
authentication with AAA server and reception of EAP success message.

@ Average RTT between UE and AAA server : 0.0004 sec
@ Average full authentication processing time : 1.244 sec

@ Average fast re-authentication processing time : 0.605 sec.
@© 48.6% saving time by fast re-authentication

22 & — Full Authentication
20 ®  Fast Re-Authentication Average: 1.244 Sec
Handover delay can be enough s 5 A
minimized by using of the S 16- X
. . - S A\ f
fast re-authentication mechanism [& ' / i
during handover !!! £ ° e s
.E 10 .-‘A'/ A
E 0.8 - .
B 06 = = o = o = u .
[ ]
02 - Average: 0.605 Sec
3 7 : : 3 %

Trial (Count)
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Conclusion and Future Works

m] This paper
4 analyzed how much authentication costs processing time of overall handover delay
4 Analyzed how much the fast re-authentication can reduces the authentication latency.
4 Showed that handover latency during UMTS-WLAN handover can be considerably reduced by
minimizing authentication processing time
@] Future Works
@ EAP-AKA test-bed will be applied to our UMTS-WLAN handover system under development.
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